This project targets to narrow the gap between current networking technologies and the foreseen requirements of future 2020 networking, through the recruitment and training of 17 ESRs. SECRET aims to strike a note by delivering higher capacity, ability to support more users, and lowering the cost per bit by adopting technology trends widely accepted to form part of the 5G roadmap, through the deployment of new disruptive "femtocell" type cells on demand, to what we refer to as mobile small cells. This will be complemented by a wireless high-speed fronthaul to bridge the small cell network to the core. Moreover, novel techniques will be investigated, including "network coding", "cooperation", and "energy-aware smart front-end". Additionally, due to the confidential information that will be communicated over in future networks, a lightweight security framework built on secure network coding will be proposed.
, Ayman Radwan (1) , Cláudia Barbosa (1) , Frank H. P. Fitzek (2) , Raed A. Abd-Alhameed (3) , J. M. Noras (3) , Stephen M. R. Jones (3) , Ilias Politis (4) , Panagiotis Galiotos (4) , Gerrit Schulte (5) , Ashwain Rayit (6) , Maria Sousa (7) , Rui Alheiro (7) , Xavier Gelabert (8) , George P. Koudouridis (8) (1) Instituto de Telecomunicacoes (IT) -Aveiro, Campus Universitario de Santiago Aveiro, P-3810-193 Aveiro, Portugal (2) Technische Universitaet Dresden (TUD) -Helmholtzstrasse 10, Dresden 01069, Germany (3) University of Bradford (BRA) -Richmond Road, Bradford BD7 1DP, United Kingdom (4) University of Patras (UPAT) -University Campus Rio Patras, Rio Patras 265 04, Greece (5) Acticom Gmbh (ACTICOM) -Am Borsigturm 48, Berlin 13507, Germany (6) The foreseen increase in the number of connected mobile devices coupled with the ever more stringent QoS (Quality of Service) requirements of emerging broadband services, means that employing today's 4G wireless technologies and strategies for network expansion will fail to deliver competitive user tariffs as the transmission cost per bit is set to rocket. Buying more spectrum or infrastructure to accommodate extra users will no longer solve the issue of operators meeting customer demand. As the 4G chapter closes, new disruptive networking paradigms are needed to secure the 5G market and foster growth for the future. Certain technology trends, properties and offered services have been widely accepted to form part of the highly anticipated 5G [1] , [2] . 5G stakeholders are unanimous that densification of mobile networks is the way forward for 5G, catering for providing hot spot islands of very high speed data. A step towards this vision in legacy 4G networks is the current adoption of multi-tier heterogeneous network, including macro, pico and metro-cells, C-RAN services to provide coordinated scheduling exploiting the notion of remote radio units (RRUs), and device-to-device communications for traffic offloading and proximity based services [2] . Additionally, cooperation and network virtualization are expected to play main roles in 5G systems [2] . However, the technology roadmap for 5G will persevere with small cells, as the most effective deployment for delivering ubiquitous 5G services in a cost-effective and energy-efficient manner.
In this context, SECRET targets to design, implement and showcase a new networking topology that delivers ubiquitous mobile small cell access to support future emerging broadband services. This proposal aims to narrow the gap between current networking technologies and the foreseen requirements of future 2020 networking and beyond, providing higher network capacity, ability to support more users, lower cost per bit, better energy efficiency, and finally provide a flexible multiple access architecture to support the foreseen services and devices (Internet of Things (IoT), e-Health, and mission critical services [3] , among others). This paper presents an overview of the ITN-SECRET project [4] , highlighting the motivation behind it, along with its vision, objectives, and research methodologies. The paper also introduces the innovative training program of the project.
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II. SECRET VISION AND OBJECTIVES

A. Overall vision
The SECRET project builds on technology trends, widely accepted to form part of 5G, by providing a virtual cooperative wireless network of small cells. SECRET plans to go beyond the current vision of small cell densification of 5G by proposing a disruptive new "femto-cell" like paradigms, referred to as "Mobile Small Cells", where end-users play the role of prosumers of wireless connectivity. Another dimension of innovation of SECRET training program is the provision of wireless front-haul to provide high-speed reduced-cost energyefficient connectivity to mobile small cells.
To this end, SECRET aims at researching ubiquitous mobile small cell access based on exploiting disruptive technologies such as "network coding" and "cooperation" in synergy with a "security framework" and "energy-aware smart front-end". These small cell hotspots will form a wireless network of mobile small cells, so that prosumers at the cell edge, or in low coverage areas can have access to high speed networking. The envisioned scenario is shown in Fig. 1 . This opens up new research challenges in terms of investigating new networking topologies, architectures, and transceivers that can provide a "stable connection" during the session, and attain the desired trade-off between energy saving and cell throughput capability, whilst still maintaining QoS. The mobile small cells will be set up against a backdrop of HetNets, where we consider other small cells (such as femto, or pico) and heterogeneous cells that include WiFi hotspots, among others. The dense deployment of these cells and their coexistence are all new research challenges to be considered in SECRET.
The SECRET project will help current mobile standards to move from the classical non-cooperative paradigm towards a more cooperative approach which is more user-network centric, where the resources of all devices are seen as a "pool of resources" to be used by the network as a vehicle for effective use of the mobile network leading towards enhanced spectral and energy efficiency. Indeed, SECRET represents a unique opportunity to break the femto-barrier and the potential to reduce the energy consumption in the network by a factor of 10, while providing higher data rates, higher capacity and ubiquitous service through reduced-cost solutions.
It is worth mentioning here that the main objective of the SECRET Network is the training of early stage researchers (ESRs); hence, all efforts and allocated budgets will be dedicated towards this goal. To train ESRs and prepare them ready for a career in the field of the next generation of mobile communications (specifically 5G), those researchers need a solid understanding of multidisciplinary research fields, covering protocol design, optimization algorithms, cross-layer design, etc., at the different layers of the protocol stack. We believe that it is hard for any advanced academic courses to cover all those topics; hence ITN-SECRET plans to provide ESRs with training in all those fields, along with some courses to cover soft and communication skills.
B. Research Objectives
In more detail: the SECRET project will train 13 ESRs, targeting various technical research objectives:
1) New radio architectures based on mobile small cells targeting reduced-cost, high-speed and energy-efficient connectivity on demand:
SECRET envisages a series of mobile small cells covering the urban landscape, which are virtual in nature since they can be set up on demand at any place, at any time, on any device which are coordinated by SECRET enabled mobile handsets. These mobile small cell hotspots, from the end-user perspective, are the vehicle for enabling a plethora of 5G broadband services at low cost with reduced impact on mobile battery lifetime.
2) Network Coded Cooperation for mobile small cells to ensure high error resiliency and efficient spectrum usage:
In this emerging heterogeneous networking environment, two communications technologies are playing a prominent role: cooperation, and small cells. The interplay between these can provide an architecture for the mobile cell concept, and provide a footing for the energy and throughput gain required for 5G networks and services. Therefore, a key objective is to address the interplay between network coding and cooperation 978-1-5090-4815-1/17/$31.00 ©2017 IEEE adopting an interdisciplinary design approach towards Network Coded Cooperative (NCC) networks to harness the complementary merits of both technologies, whilst overcoming their main limitations.
3) Secure networking coding for mobile small cells:
Security has become an important issue that needs to be addressed in an era where cybercrime is a recurring theme in our internet highways. These types of events are foreseen in SECRET scenarios, since confidential information will be communicated via the mobile small cell network, and relayed through high speed network-coded cooperative connectivity using foreign relaying nodes. Therefore, a framework including secure network coding solutions will be addressed;
4) Energy efficient and multi-standard RF front-end for next generation multihoming:
Next generation handsets will need to be green or in other words "energy aware", so as to support future emerging smart services that are likely to be bandwidth hungry, as well as to support multi-mode operation (5G, LTE, LTE-A, HSDPA, 3G among others) in HetNet environments. SECRET will address the RF front end and propose a multi-standard flexible transceivers considering power consumption as a key design metric. This will include investigating RF building blocks such as energy efficient power amplifiers (PAs) and antenna techniques, and tuneable RF bandpass filter design; 5) Enabling mobile Small Cells and Network virtualization: Finally, we aim to provide a small cell test-bed implementation emulating a 5G system, which will act as a vehicle for promoting collaborative ESR research projects, since key algorithms can be tested and optimised here.
C. Partners
We understand that the success of any collaborative project heavily relies on the correct choice of partners; hence the partners of ITN-SECRET were carefully chosen to satisfy all the required expertise in a multidisciplinary consortium. The SECRET project will benefit from the productive collaboration of 8 European partners, in 5 different countries, including 3 universities, 1 research center, 2 companies, and 2 small/medium enterprises (SMEs) The successful collaboration of the partners is guaranteed harnessing on previous cooperation between partners in previous EU collaborative projects, and the experience of the coordinators in participating in a successfully led ETN, such as ITN-GREENET [5] .
III. RESEARCH METHODOLOGY AND INNOVATION
A. Technical approach
The training program constitutes seven workpackages (WPs): one WP devoted to management, one WP dedicated to training, one WP devoted to dissemination and four technical WPs (WP2-WP5). In a nutshell, the technical WPs are designed to implement all the project objectives in terms of training, and provide as a tangible output a demonstrator to validate the proof-of-concept of using mobile small cells for 5G services. The methodology adopted in each technical WP is as follows:
1) WP2: Network-Coded Cooperation for Mobile Small
Cells and Coexistence: WP2 foresees the analysis, design and optimization of network coded cooperative (NCC) networks to deliver disruptive radio networking topologies to emulate mobile small cells to provide femtocell-like services on the move. To promote the take-up of this technology, WP2 also examines how these cells can coexist in a HetNet environment which is deemed pivotal to the evolution of 5G; these small cells are not only LTE based, but is technology agnostic such that 5G technologies can be easily adopted once standardised and additionally could encompass WiFi hotspots among others.
Innovation: To support reliability, throughput, coverage, and coexistence requirements of 5G wireless systems in a costeffective and energy-efficient manner, SECRET will investigate three fundamental issues: -Analysis, design, and optimization of NCC communications for mobile small cells. In published work [6] , [7] , it is shown that the most challenging design problem of NCC communications is to develop relaying protocols and network codes that can guarantee good end-to-end performance without sacrificing the throughput; however the optimum trade-off is still unknown. Published literature considers only a single relay [7] or only binary modulations [6] . In SECRET, we go beyond these preliminary efforts with the aim of analyzing the performance and proposing new solutions for arbitrary network topologies and transmissions technologies. It will be a major advance to analyze random relay deployments, which has never been addressed before.
-Analysis, design, and optimization of small cell overlay deployment for HetNets. In the literature [8] , [9] , it is shown that the performance and design of small cell overlay networks depend critically on the spatial configurations of the small cells, and that new methodologies and metrics must be introduced for the optimization of such systems. In SECRET, we propose to leverage the application of Stochastic Geometry [10] to design these networks in a practical and cost-effective way. In particular, we will analytically study error performance, throughput, and coverage of small celloverlaid 5G systems, and will propose new transceiver designs, cell association mechanisms and mobility approaches for better coverage, reliability, seamless handover and service continuity.
-Finally, to realize the challenging expectations of 5G systems, we will study and design NCC communications 978-1-5090-4815-1/17/$31.00 ©2017 IEEE protocols that can coexist and contend with macro-cells, femto-cells and small cells for improving reliability, rate, coverage, and better utilization of available resources, i.e. spectrum/energy. The analysis of relay networks in the presence of femto-cells interference has been very recently considered [11] , [12] . However, a single relay with known fixed location was considered and no network coding was investigated. In SECRET, we will consider general network topologies (with random relay locations) and transmission technologies. This research problem has never been tackled.
2) WP3: Secure Network Coding for Trustworthy Mobile Small Cells:
WP3 studies network coding security of next generation small cells, incorporating a "Network Coding overlay". Given that we employ network coding to form new energy efficient and high speed networking topologies for mobile small cells, security attacks, such as pollution attacks and Denial of Service (DoS) attacks, resulting in severe network performance degradation and energy waste should be addressed effectively and efficiently. Towards this direction, this WP targets the design and implementation of efficient secure network coding mechanisms and schemes to mitigate such attacks in the envisioned network-coding enabled mobile small cell network. Specifically, we plan to provide a secure network coding framework including i) new integrity schemes against pollution attacks, ii) secure key management schemes for the new integrity schemes, and iii) a collaborative intrusion detection and prevention mechanism to mitigate DoS and Distributed DoS (DDoS) attacks.
Innovation: In order to achieve secure network coding for next generation cooperative mobile small cells, SECRET will extend previously proposed mechanisms, as follows: -Oliveira et. al. [13] proposed a set of secure protocols that rely on simple network coding operations to provide a robust and low complexity solution for sharing secret keys among sensor nodes, including pairwise keys, cluster keys, key revocation and mobile node authentication. Despite the interesting achievements, the use of network coding was limited to XOR operations. We aim to extend this work by exploiting random linear network coding as well as modifying and adapting the proposed protocols to multi-hop secret key distribution in highly dynamic wireless networks.
-Lima et al. [14] exploited the algebraic characteristics of random linear network coding to protect wireless video streaming from eavesdropping for the cases where only some of the users are entitled to receive the highest quality. The achieved results proved the concept of differentiated levels of security for distinct users and the resilient nature of network coding to packet losses. Nevertheless, the presented solution is still vulnerable to pollution attacks. In order to achieve resilient network coding in the presence of such attacks, we propose efficient integrity schemes that validate each received packet at a node (achieving a one-hop containment). Taking into consideration that in network coding systems standard digital signature schemes do not apply, we propose to solve this problem by exploring and comparing two approaches: (i) homomorphic MAC [15] ; (ii) homomorphic signatures [16] .
3) WP4: Green RF for 5G Handsets: WP4 addresses energy efficient multi-mode RF front-end for next generation handsets. The key tasks will deal with techniques and implementation of functional entities, so as to minimize the carbon footprint in mobile handsets. The work will address the RF front end in handset devices and investigate multi-standard flexible transceivers (RF and baseband) considering power consumption as a key metric. Moreover, this includes strategies for optimizing the RF front end / antenna matching for higher energy efficiency, efficient PAs and antenna techniques to improve energy efficiency with limited complexity.
Innovation: It is apparent that reliance on a single technology can no longer form part of the mobile communication paradigm, but that very careful and costeffective integration of diverse radio technologies will be required. Therefore in SECRET we propose to: -Extend the current Doherty amplifier implementation [17] towards a three step approach to promote efficiency enhancements and linearity compensation in PA design.
-Design a new reconfigurable switchable filter using Varactor technology with emphasis on low loss, low-power consumption, reduced size and high Q, which would also allow an easy integration with the CMOS PA.
-Address the limitations of both printed monopole and planar inverted-F antennae (reduced bandwidth and sub-optimal pattern shaping) by enhancing both efficiency and impedance bandwidth using the tuneable antenna concept without increasing the antenna size. Active devices (varactor switches) will be explored to achieve the goal of operating in several different modes.
4) WP5: Enabling Mobile Small Cells and network virtualization:
WP5 addresses the proof-of-concept for mobile small cell technology, which includes not only a feasibility study, but is complemented by a concrete study on how small cell technology could be the springboard for network sharing in the form of network virtualization. This WP will build a small cell test-bed supporting different types of data with emphasis on real-time video, which is the most demanding dominating use-case in 5G [18] . The test-bed will act as a vehicle for promoting collaborative ESR research projects, since key algorithms in WP2 and WP3 can be tested and optimised here.
Innovation:
We go beyond the state-of-the-art (SoTA) through two main approaches:
-Design and implement a novel architecture to deliver femtocell like services based on the mobile small cell philosophy. The new topology targets four degrees of freedom: i) mobile devices are able to connect to each other forming a cooperative cluster, which supports multi-hop connections and not just single hops as in existing approaches; ii) at least one but potentially multiple devices in the meshed, cooperative cluster will connect to the overlay network to grant IP access to the entire cooperative cluster.
978-1-5090-4815-1/17/$31.00 ©2017 IEEE Therefore multi-path routing is needed to exploit the multiple cluster heads. Clearly, the selection of cluster head(s) is a possible optimization problem that does not exist in the SoTA; iii) network coding is used at each node as well as in the overlay network to be able to efficiently support the inherently multi-hop nature of the cooperative cluster as well as to support seamless connectivity between multiple cluster heads and the overlay network; iv) each of the nodes is willingly participating in the cooperative cluster (no forced cooperation and no altruism) and incentives are required, i.e. each participating device, including cluster heads, should have a tangible gain from participating in the cluster.
-Small cell virtualization for efficient network sharing: research in architectural solutions and algorithms required to address the emerging virtualized small cell multi-tenancy requirements. The requirements defined by the 3GPP SA1 RSE study item will be considered and extended, focusing on the design and evaluation of solutions to minimize operators' OPEX and CAPEX, while maximizing multi-tenancy revenue. This work will include mobile small cells, within a HetNet environment.
B. Training Program
SECRET is committed to recruit 13 ESRs for a time period of 36 months each. ESRs will be recruited through a competitive process, and each will be supervised by more than one partner of the consortium. The recruiting process will consider a gender balance. Each ESR will develop a personal research program within the premises of the hosting partner, and will spend a 6 month secondment period at the premises of another partner in the consortium under local supervision. The training program will include: 
3)
Complementary training, which foresees the attendance of specific courses aiming at improving soft skills, such as presentation, paper writing, patent writing, etc., in addition to business development and enterpreunership.
IV. CONCLUSION
In this paper, we have described SECRET, a recentlyfunded European project within the H2020 Marie Skłodowska-Curie Actions. The project aims at designing next generation energy-efficient wireless networks. SECRET foresees the collaboration of 8 European partners equally distributed among academia, and industry, which will work in synergy to provide advanced training to 13 ESRs recruited by the consortium. SECRET targets the delivery of higher networking capacity, the ability to support more devices, lower cost per bit, enhanced energy efficiency, and finally engineered to provide seamless connectivity to many of the new services and devices that are foreseen in 5G, that include mobile broadband connectivity, IoT, e-Health and mission critical services.
